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Navigator Recording Guide:
Prudent Participant Data Usage Principles

How?
Recording Tips: Lights, Camera, Action
· Move to a quiet space that is free of background noise.
· Examples: lawn mower, humidifier, fan, running water, etc.
· Check the lighting. Do not record in front of a window or anywhere that is backlit.
· Before you start talking, leave a little recording time so that the video can be easily cropped; after you finish talking, leave a little time at the end of the video to make it easy to edit.
· Be aware of what is in the background of your recording; consider if there are mirrors, glass or other reflections.
· Do not be too far away, but don’t be too close to the camera.

Recording Script - Sample
This is just for your reference, and you should make the video your own to best promote your company and support your plan sponsor clients.

Hi everyone, my name is [state your name] and I'm an [state your position/role] at [firm/company]. 
· Retirement plan data is not just names and addresses. It's contribution rates, investment elections, salaries, hire dates, and deeply personal financial information. 
· According to a recent Government Accountability Office, or GAO, report, that data is increasingly being used as a business asset, and it’s important for plan fiduciaries to know how the report’s findings apply to them.
· GAO reviewed how retirement plan participant data is being used after a request from Congress.
· Participants have also filed several lawsuits alleging that service providers used their data for targeted marketing and cross-selling.
· The GAO found that many privacy disclosures reviewed did not consistently follow leading privacy practices. Some didn't offer opt-out rights at all. Others varied significantly in what they actually covered.
· Here's where it gets complicated. ERISA generally preempts state law — but data privacy is a grey area. As of late 2025, 19 states have enacted comprehensive data privacy laws, and the interplay with ERISA differs depending on the specific requirement involved.
· Meanwhile, ERISA itself contains no explicit data privacy provisions. Courts have so far rejected the argument that participant data is a plan asset — but fiduciaries are still bound by duties of loyalty and prudence. 
· The GAO recommends that the Department of Labor issue clearer guidance defining what participant information is private, when consent is required, and what best practices look like. As of now, the DOL has not committed to doing so.
· But, in the meantime, plan sponsors should take the following action steps:
· Understand applicable state and local data privacy requirements, including where state requirements are preempted by ERISA. 
· Review service provider agreements for provisions governing data use and sharing. 
· Consider whether non-administrative uses of participant data should be limited or require explicit consent by plan fiduciaries and participants. 
· Incorporate recognized privacy frameworks into plan governance and oversight practices, and continue to monitor over time.
· Participant data is going to continue to be a major concern for plan fiduciaries, with rising litigation risk.
· This is not just a privacy issue (or cybersecurity issue), but a governance issue.
· Be sure to reach out to your plan's advisor or consultant if you have additional questions or need support. 

[add personal closing]

Questions:
If you need help getting started or encounter problems along the way, contact the Endeavor Retirement team at navigator@endeavor-retirement.com. 
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